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Abstract—This paper considers the impact of using artificial 
intelligence and quantum computing as part of a cyber defense 
strategy and the deterrence, defense, and offensive capabilities 
that it provides.  A model for this is presented and discussed.  
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I. SUMMARY 
Nuclear deterrence and mutual assurance of destruction have 

successfully prevented the use of nuclear weapons for decades.  
This concept has been applied to cyberwarfare [1] and the 
deterrence value of quantum computing [2], as well as its 
importance for national security [3], have also been previously 
considered.  Building on this, the concept of applying key 
components of artificial intelligence and quantum computing to 
cyber-defense is evaluated in this paper.  The efficacy of 
quantum computing (QC) and artificial intelligence (AI) as 
deterrent capabilities, as offensive capabilities, and as defensive 
capabilities are considered. This, the ability of AI agents to 
analyze vast quantities of data, and its potential use in tandem 
with the encryption-breaking capabilities of future QCs suggests 
that QC and AI may have a symbiotic relationship and a key role 
in building the next generations of cyber-defense capabilities. 
This can create a notable benefit for a possessing state and the 
potential for significant threats for a state whose adversaries 
possess these technologies (particularly without a given state 
possessing them itself as a deterrent). 

Based on this analysis, it is recommended that national 
security organizations evaluate the risks associated with 
adversaries possessing capable AI and quantum computing 
systems and their potential for threatening the computing and 
computing-controlled resources that society depends on. The 
idea of using AI, QC, and cybersecurity practices to bolster the 
capabilities of one-another is also reviewed.  Many capabilities, 
inherent to these individual areas, which can be applied to the 
development of the other areas, are discussed. Based on this 
analysis, a model for mutual advancement between AI, QC, and 
cybersecurity is presented.  This model is based on the notion 
that progression, in one of the three areas, can also lead to 
beneficial developments in the others.  

II. INTRODUCTION TO ARTIFICIAL INTELLIGENCE AND 
QUANTUM COMPUTING 

This section presents a brief review of artificial intelligence 
and quantum computing. AI is a branch of computing that works 
towards designing and developing machines and algorithms that 

provide computerized decision-making capabilities which may 
(or may not) be similar to humans, in both their form and 
accuracy. Some AI techniques seek to simulate, or even surpass 
the capabilities of human cognition [4].  Others are single-
purpose tools for a particular application area. AI has been 
shown to be an effective tool for military decision making, as it 
can expedite the process of synthesizing large quantities of data 
and can make subsequent data-driven predictions with high 
accuracy [5]. The potential for AI applications, in multiple areas 
of military operations (such as logistics, cyber-operations, 
command and control, and autonomy [6]), has been extensively 
studied. 

Another rapidly growing area of technological development 
is QC. QC harnesses elements of quantum mechanics to perform 
calculations [7]. By doing so, quantum computers are able to 
perform some calculations faster than classical computers, 
largely due to quantum parallelism [8], [9]. Unlike classical 
computers, which use bits, the elementary unit of information 
used in QCs is the quantum bit, often referred to as a qubit. A 
qubit can maintain a probabilistic superposition of two discrete 
states (0 and 1) concurrently, enabling considerable speed 
enhancements for certain problems. Some of the potential uses 
for future QCs are based on their prospective ability to break 
certain modern forms of encryption [10]. Techniques such as 
Shor’s algorithm show that future quantum computers may be 
able to break encryption methods, such as RSA, significantly 
faster than classical computers [11]. In response to this, research 
has been launched to prepare for these capabilities [12].  

III. IMPLICATIONS OF QUANTUM COMPUTING AND ARTIFICIAL 
INTELLIGENCE FOR CYBERSECURITY 

AI has long been discussed as a potential tool for attacking 
and defending software and systems. Particularly, because of the 
real world impact that their failure can have, cyber-physical 
systems have been targeted and shown to be vulnerable to AI-
based attacks [13]. In addition to the potential for AI agents to 
be harnessed for malicious purposes, the technology has also 
been considered as a tool to improve upon the cyber-defense 
practices society depends on. For example, Sarkar, et al. [14] 
considered the possibility of leveraging AI to automate cyber-
defense practices and use a learning capability.  

Some AI techniques are capable of scanning large quantities 
of available data and identifying and inferring about patterns 
within them. Data regarding cyber-attacks and methods could, 
for example, be processed by an AI to facilitate the identification 
of how an attack could occur and – for a defender assessing their 
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own systems –  how to defend against it. An AI system with 
these capabilities could prospectively mitigate the threat of 
attacks, assuming it was given the resources to learn how to 
defend against them. Similarly, AI may also be an effective tool 
for cybersecurity personnel to use to identify potential 
vulnerabilities in their software and systems. Some AI 
techniques can cover a vast search space – such as all areas of a 
target software application – while identifying patterns that may 
indicate a program vulnerability. This could be used to find 
software vulnerabilities to repair, thus, improving the defense 
capabilities of the program in question. AI could also be used to 
carry out offensive cyberattacks. 

In addition to direct offensive and defensive operations, there 
are a number of other ways that AI can aid national security, 
such as by enhancing the efficacy of conventional warfighters. 
Additionally, software for managing military logistical decision-
making could use AI agents.  AI techniques, such as fuzzing, 
could also be used to detect and correct vulnerabilities in a 
nation-state’s own tools and to detect and attack vulnerabilities 
in adversaries’ tools.  The use of quantum computing for this has 
been previously discussed [15].   

AI could also be used to benefit QC.  An AI multi-agent 
system, for example, could be developed and tasked to optimize 
different environmental and configuration parameters to 
mitigate quantum computing noise to the greatest extent 
possible.  The resulting QC system could be better suited for 
implementing quantum cryptographic methodologies – and for 
other tasks – which could then be used to strengthen a nation’s 
cyber-defense and offensive capabilities. 

QC also has key offensive and defensive roles in 

cybersecurity.  Shor’s Algorithm, a QC algorithm for factoring 
large integers in polynomial time (faster than classical 
computing) [16], provides one example. As many current forms 
of encryption rely upon the computational difficulty of factoring 
large integers, the ability of a quantum computer to factor large 
integers quickly poses a considerable threat [17]. 

Although AI and QC face a variety of challenges [18], [19] 
that may limit their development and, thus, practicality for some 
applications, the concept of using them synergistically should be 
considered to enhance national security.  

To this end, synergies may be exploited, such as the ability 
of AI agents to synthesize vast quantities of data [20] and 
quantum computers’ capability to perform data processing tasks 
faster than their classical counterparts [16]. AI agents may assist 
in the development of QCs and QCs may facilitate the 
development of and host increasingly capable AI systems. 

IV. MODEL 
A model is proposed, which is presented in Figure 1, that 

considers multiple national security-relevant factors. It includes 
AI, QC and cybersecurity, facilitating trade-off analysis.  
Characteristics of AI, QC and cybersecurity are analyzed to 
evaluate how these tools can be used to enhance national 
security. The cyclical nature of development, the support 
capabilities between AI, quantum computing, and cybersecurity, 
and the potential use of the three technology areas as catalysts 
for the development of the others must also be considered. The 
symbiotic relationship between these three distinct technologies 
and areas of research and the analysis of nation states’ current 
and future capabilities for developing QC and AI technologies 

Quantum Compute 
Power

Quantum Key 
Distribution

Molecular 
Simulation

Vulnerability 
Detection

Quantum-Resistant 
Encryption

AI-Resistant 
Encryption 
Methods

Enhance 
Artificial 

Intelligence

Enhance 
Cybersecurity

Enhance 
Quantum 

Commputing

Present Capabilities

Improvement Epoch

Enhance 
Cybersecurity

Enhance 
Quantum 

Commputing

Enhance 
Artificial 

Intelligence

Collective  Improvements

Quantum Machine 
Learning

Quantum 
Encryption 
Techniques

Quantum Task 
Scheduling

Attack Method 
Forecasting

Principles of 
Modern 

Cybersecurity

Cybersecurity Data 
for Training AI 

Models

CybersecurityArtificial IntelligenceQuantum Computing

 
Figure 1. Model of mutual support between AI, QC, and cybersecurity. 
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are also key considerations.  

In particular, Figure 1 highlights how developments in AI, 
QC and cybersecurity can result in increased technological 
capabilities for the party possessing each technology. The model 
is presented in terms of an iterative progression of improvement 
epochs.  Each epoch is an arbitrary unit of time in which at least 
one of the three technologies enjoys an improvement. These 
improvements contribute to the collective capabilities of the 
possessing state and are, thus, technological abilities that can be 
used during subsequent iterations of advancement, further 
bolstering the capabilities of other technologies. 

The model demonstrates how advances in each area can 
contribute to the advancement of the other two areas.  Several 
examples of such advances are provided. 

For example, QC can aid AI via QC processing power and 
quantum computing machine learning techniques.  QC 
processing power can be used to enhance existing artificial 
intelligence techniques (see [21]) and to support the 
development of new ones.  QC machine learning techniques are 
new techniques designed specifically to benefit from the 
capabilities of quantum computers. 

QC can, similarly, aid cybersecurity by providing quantum 
key distribution and quantum computing encryption techniques.  
Quantum key distribution facilitates the secure distribution of 
encryption keys, via using properties of quantum computing to 
determine whether the transmission has been intercepted by a 
third party or not.  Quantum encryption techniques make use of 
quantum computing processing to perform encryption. 

Artificial intelligence aids quantum computing through 
molecular simulation – which can help to develop more robust 
quantum computers and remove system noise – and providing 
computational capability scheduling.  It can aid cybersecurity 
through automating vulnerability detection and projecting how 
an adversary may attach a system. 

Finally, cybersecurity can aid the other two technology areas 
by helping to secure them, using modern best practices.  It can 
also advance the disciplines via the development of QC and AI 
technique—resistant encryption capabilities. Cybersecurity can 
also aid AI research by providing relevant data for training AIs 
that will work in the cybersecurity area. 

Notably, there is overlap, as not all advancements fit into a 
single area and some may span two or more.  The model projects 
that the advancement process could continue indefinitely, albeit 
with different specific advancements over time. This enables 
state actors possessing two or more of these technologies to 
continuously strengthen their technological capabilities.  

V. CONCLUSION 
The synergistic nature of QC, AI, and cybersecurity allows 

them to be leveraged to strengthen the tactical capabilities of a 
nation state. As shown by the model presented herein, 
improvements in each area may enhance the others, potentially 
creating a positive spiral of continuous advancements for a 
nation state.  Because of this, the model demonstrates the 
importance of nation states investing in all three technology 
areas to develop or maintain technological superiority.  These 

capabilities provide clear and important offensive, defensive, 
retaliatory and deterrent benefits.  
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