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Abstract— Commercial maritime transportation is a 
critical infrastructure for countries and the global 
economy. Currently, the industry transports 80-90% of all 
international trade. However, the industry has traditionally 
focused on physical security and lacks a web-based 
distributed system for efficient cybersecurity risk 
management. This is challenging due to the diverse range of 
companies and organizations involved, each with different 
cybersecurity expertise and technologies and no common 
ownership. We have proposed a solution of developing a 
web-based distributed system called MTcyber RMPDS, to 
support the cybersecurity risk management processes in 
maritime transportation ecosystem. This paper explores the 
quantitative verification of the requirements represented 
by the use cases of various service requests sent to MTcyber 
RMPDS, aiming to improve its design efficiency. 

Keywords— cybersecurity, cyber-risk, cybersecurity risk 
management process, design science research, transport 

I. INTRODUCTION  

Critical infrastructure describes essential assets required for 

a nation's economic and social well-being, without which they 

find it challenging to achieve sustenance [1], [3]. Of the sixteen 

critical infrastructures identified in the United States, maritime 

transportation is known to have a significant impact on local 

and international trade. The United States shipping industry 

contributes to an industry in which 90% of global products and 

75% of global trades are transported via shipping routes[4]. In 

addition, maritime trade global value is projected to double in 

value to USD 3 trillion by 2030 [5]. 

The United States maritime transportation employs nearly 

700 000 people and contributes an annual economic output of 

USD 150 billion [6]. Within this ecosystem are multiple 

stakeholders comprising maritime terminals, port authorities, 

ports, port authorities, shipping lines, administrative staff, the 

Department of Homeland Security, United States Customs, and 

customs brokers.  

Though late in innovation uptake compared to other 

industries, the maritime industry is experiencing digitalization 

[2], [7]. The maritime sector's increased reliance on technology, 

the Internet, and information sharing has led to more frequent 

and significant risks [8].  

To address the increasing security threats in the maritime 

sector, the United States government and maritime stakeholders 

have implemented various mitigation tools such as 

cybersecurity risk management processes [9], investment in 

technologies [10], and training of stakeholders to increase 

awareness through Executive Orders [11]. The maritime sector, 

with different stakeholders, has various technologies, 

strategies, policies, and skill levels to address cybersecurity risk 

management. However, the result is the lack of a common tool 

within maritime transportation to support cybersecurity risk 

management processes. 

The researchers have designed a web-based distributed 

system known as Maritime Transportation Cybersecurity Risk 

Management Process Distributed System (MTcyber RMPDS) 

to support risk assessment in the shipping sector. In designing 

MTcyber RMPDS, it was necessary to understand its 

effectiveness in processing maritime use case service requests 

to identify and prioritize risks. These unique use cases were 

then quantitatively verified to investigate the correlations 

between the system failure ratio and failure reasons, the 

correlation between failure reasons, and which components of 

MTcyber RMPDS is necessary to support most use cases. The 

answers to the research questions will inform the design of 

MTcyber RMPDS to ensure efficiency. This paper, therefore, 

examines the use of a data-driven approach to design a system 

using quantitative statistics.  

This paper is structured as follows. Section II outlines the 

related work. Section III outlines the problem statement and 

hypotheses. Section IV discusses the methodological approach. 

Section V presents the results and analysis. Section VI is 

conclusion. 

II. RELATED WORK 

A. The Maritime Cyber Risk Analysis Model - MaCRA 
   Researchers in the past have used various methods to 

address cybersecurity risk assessment in maritime shipping. 

Two ways include mathematical or formal models and manual 

analysis [12]. Other researchers have also proposed more 
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specific strategies, for example, the Maritime Cyber Risk 

Analysis Model MaCRA [13]. The MaCRA model maps 

effects, systems, and technologies to enable systems and risk 

rankings. This model, however, explicitly addresses risks 

associated with autonomous vessels, representing future trends 

in maritime shipping with minimal human interaction. 

The MaCRA model depicts an attacker's objective, attack 

path, and engagement tools. Further, the model comprises three 

axes or criteria for assessing threats. Axiss addresses technology 

systems and corresponding impacts. Axisb investigates an 

attacker's ease of exploit, and Axisr examines the benefits of 

targeting autonomous vessels. Hence,  the three axes represent 

an association of attacker and target characteristics [14]. 

However,  the MaCRA model for maritime cybersecurity risk 

assessment can become complex and ineffective when 

ultimately operationalized [12]. 

B. The MITIGATE Model 
Multidimensional, IntegraTed, rIsk assessment framework 

and dynamic, collaborative Risk ManaGement tools for critical 

information infrAstrucTurEs (MITIGATE) represents a model 

targeting supply chain risk assessment [15]. Specifically, 

MITIGATE's objective is to leverage the intelligence of port 

authorities and risk officers within maritime transportation. The 

model analyzes the impact of the risk spectrum on all areas of 

the supply chain within the maritime ecosystem. In addition, the 

MITIGATE model enables real-time updates of cyber risk 

status with an enterprise and among business interests. The 

model uses a qualitative methodology for risk assessment. 

MITIGATE consists of reproduction models that efficiently 

generate high-quality artifacts, data, and indicators [16]. Risk 

assessment using the MITIGATE model comprises 

components that include Boundary Setting, where the capacity 

and objective of the supply chain risk assessment are assessed. 

The   Vulnerability Analysis component investigates single and 

combined weaknesses within the supply chain. Risk Estimation 

within the MITIGATE framework explores the potential 

attacks that impact the function of stand-alone assets or their 

effect on devices. Finally, the  Mitigation Strategy produces a 

mitigation strategy to prevent asset downtime or inefficiencies. 

III. PROBLEM STATEMENT, HYPOTHESIS, AND                       

RESEARCH  QUESTION 

A. Problem Statement 
The maritime industry has no common system to support 

the cybersecurity risk management process to identify and 

prioritize threats. A common  system is absent due to multiple 

stakeholders with various technologies, procedures, policies, 

and cybersecurity competencies. 

B. Research Question 
RQ1: How is the failure ratio related to the different failure 

reasons of MTcyber RMPDS service requests to process use 

cases? 

RQ2: How is the component that supports the most 
significant number of use cases related to MTcyber RMPDS 
efficiency? 

C. Hypotheses 
 H1: There is a correlation between the failure ratio and the 

failure reasons of MTcyber RMPDS service request to process 

use cases. 

H2: There is a relation between the component that supports 

the most significant number of use cases and MTcyber RMPDS 

efficiency. 

IV. METHODOLOGY 

This section presents an overview of  MTcyber RMPDS 

functionality across various stakeholders' applications and the 

options for handling use case service requests. The study 

identifies unique use cases to generate the research sample size. 

It then identifies possible failure reasons and calculates the 

failure ratio of MTcyber RMPDS to conduct a quantitative 

analysis that verifies the use case and answers the research 

questions. 

A. MTcyber RMPDS Functionality 

 MTcyber RMPDS is a web-based distributed feature that 
enables its functionality across multiple stakeholders' 
applications, Figure 1. As a middleware, the system is scalable 
and enables more users to execute cybersecurity risk 
management processes without bottlenecks. MTcyber RMPDS 
effectiveness is determined by factors that represent the risk 
scenarios in maritime shipping, use case verification, service 
request acceptance and rejection, and data analytics. 
 

 

FIGURE 1. OVERVIEW OF THE  CONCEPTUAL FRAMEWORK OF MTCYBER 

RMPDS 

B. Use Case Identification 
The result of cyber-attacks on various United States 

maritime critical infrastructure suggests that targeted  

mitigation strategies are best suited to reduce the impact on 

human, infrastructure, and procedural dislocations [17]. This 

study identified three risk types within the maritime 
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transportation sector from which the researchers have proposed 

that unique use cases can be generated: ship grounding [18],  

maritime piracy [19], and maritime supply chain [20]. 

TABLE I. 

USE CASES IN MARITIME TRANSPORTATION 

UC Use Case Type 

1.01 Cybersecurity Fatigue 

1.02 Physical Access Breach 

1.03 File and System Breach 

1.04 Weak Password 

1.05 Unsecured Wi-Fi 

1.06 Social Engineering 

1.07 Data mishandling 

1.08 Insider Threats 

1.09 Automatic Identification System (AIS) Breach 

1.10 Video Surveillance System (VSS) Breach 

1.11 Electronic Chart Display Information System (ECDIS) Breach 

1.12 
Global Position System (GPS) and Global Navigation Satellite 
System (GNSS) Breach 

1.13 Radar Breach 

1.14 Global Industrial Control System (GICS) Breach 

1.15 Global Maritime Distress System (GMDSS) Breach 

1.16 
Propulsion and Machinery and Power Control Systems 
(PMPCS) Breach 

1.17 Track Control System (TCS) Breach  

1.18 Procedural/ Document Breaches 

2.01 Pirate Physical Attack Breach 

2.02 Illegal Boarding Breach 

2.03 Hijack - Full Control of Vessel 

2.04 Main Engine Control System (MECS) Breach 

2.05 Cargo Handling and Control Systems (CHCS) Breach 

2.06 Automated Manifest System (AMS) Breach 

2.07 Ship Security Reporting System (SSRS) Breach 

2.08 
Long Range Identification and Tracking (LRIT) System 

Breach 

2.09 Vessel Public Internet Networks Breach 

2.1 Alteration of Suspicious Activity Checklists Breach 

3.01 Container Yard Management Software (CYMS) Breach 

3.02 Cargo Billing and Demurrage System (CBDS) Breach 

3.03 Gate Management System (GMS) Breach 

3.04 Closed Circuit Television (CCTV) Breach 

 
 Examples of in the human, infrastructure, and procedure 

risk domains of maritime transportation include cybersecurity 

fatigue breaches [21],  physical access breaches [22], file and 

system breaches [23], weak password breaches [24], 

u1nsecured  Wi-Fi breach [25], social engineering breach [26], 

data mishandling breach [27], and insider breach [28]. 

       The infrastructure use cases include breaches in automatic 

identification systems [29], video surveillance systems [30], 

electronic chart display information systems [31], radar [32], 

and global maritime distress systems [33]. Procedural and 

document breaches due to alteration, theft, deletion, or 

steganography have also been identified by researchers [34]. 

Table I outlines the 32 use cases used in sample generation2. 

        To develop MTcyber RMPDS, researchers identified 

countermeasures to mitigate various cyberattacks. These 

countermeasures were considered components supporting the 

service requests of use cases. Eight components were agreed 

upon: access control, access log, graphic storage, habituation 

reduction for document storage and human resource activities, 

malware detection, multifactor authentication, password 

complexity check, and staff scheduling.  

      Based on mitigation considerations, access control 

supported 26 of the 32 use cases, access log 3, graphic storage 

9, habituation reductions 1, malware detection 1, multifactor 

authentication 14, password complexity check 1, and staff 

scheduling 1. Researchers assumed that components supporting 

multiple use cases would be busier than those supporting a 

single use case. Single-use cases were more likely to have a 

higher success rate of being processed by MTcyber RMPDS 

compared to multiple use cases accessing a component, Table 

II. 

TABLE II. 
SYSTEM FUNCTIONS TO SUPPORT USE CASES 

 

System  Functions (cid) Use case Ids Total 

Use case 

Access Control (C1) 1.03, 1.04, 1.05, 1.07, 

1.08, 1.09, .110, 1.11, 

1.12, 1.13, 1.14, 1.15, 
1.16, 1.17, 1.18, 2.03, 

2.04, 2.05, 2.06, 2.07, 
2.08, 2.10, 3.01, 3.02, 

3.03, 3.04 

26 

Access Log (C2) 1.02, 1.05, 2.01 3 

Graphic Storage (C3) 1.02, 1.12, 1.16, 2.01, 
2.02 2.03, 2.04, 2.05, 

3.04 

9 

Habituation Reduction (C4) 1.01 1 

Malware Detection (C5) 1.06 1 

Multi-Factor  Authentication (c6) 1.03, 1.04, 1.07, 1.11, 
1.14, 1.16, 1.17, 1.18, 

2.04, 2.05, 2.06, 2.07, 

2.09, 3.01 

14 

Password Complexity check (c7) 1.04 1 

Staff scheduling (C8) 1.01 1 

C. Population and Sample Size Determination 
      There are over 3,500 maritime terminals in the United 

States [35]. The researchers assumed that the population is an 

unlimited number of cybersecurity risks over many years. The 

sample size was obtained by determining the availability or 

success rate of the eight components within MTcyber RMPDS 

to support use cases identified from 32 unique maritime 

shipping security breach scenarios, Table III. A Confidence 

Level of 95% [36] and an Error Rate of 3-5% [37] were used 

to generate the sample size among the 32 use cases. A sample 

size calculator and (1)a were used to generate the sample size 

of use cases: 
S= Z2 x P x (1-P)/M2                                                 (1)                     

where: 

M is the margin of error. 

p is the estimated value of the proportion or success rate. 

z is the standard score or number of standard deviations where 

a data point falls above or below the mean. This research used 

a Confidence Interval of 99% that corresponded to a Z score of 

2.576. 
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V.   EXPERIMENTS RESULTS ANALYSIS 

In this section, we will calculate the failure ratio among the 

use cases processed by MTcyer RMPDS due to the failure 

reasons identified. This calculation will enable the derivation of 

the number and percentage of failure and success instances 

among these used cases helpful in the quantitative statistics. 

 
TABLE III 

SAMPLE SIZE AND AVAILABILITY RATE 

 

 

Use 

Case ID 

Total Number of Use Case 

Instances Using Sample Calculator 

Availability Rate 

(Success Rate) ( S_use-

case-id) 

1.01 428 93.84% 

1.02 1680 65.13% 
1.03 698 10.55% 
1.04 679 10.22% 
1.05 1044 16.99% 
1.06 225 96.87% 
1.07 698 10.55% 
1.08 1127 18.75% 
1.09 1127 18.75% 
1.10 1127 18.75% 
1.11 698 10.55% 
1.12 863 13.48% 
1.13 1127 18.75% 
1.14 698 10.55% 
1.15 1127 18.75% 

1.16 519 7.58% 
1.17 698 10.55% 
1.18 698 10.55% 
2.01 1680 65.13% 

2.02 1496 71.87% 
2.03 863 13.48% 
2.04 519 7.58% 
2.05 519 7.58% 
2.06 698 10.55% 
2.07 698 10.55% 
2.08 1127 18.75% 
2.09 1821 56.25% 
2.10 1127 18.75% 
3.01 698 10.55% 
3.02 1127 18.75% 
3.03 1127 18.75% 
3.04 863 13.48% 

 

  Confirming or rejecting the hypotheses was essential for 

designing an effective MTcyber RMPDS to handle service 

requests in maritime shipping. This was achieved by 

investigating the failure ratio of use cases against various 

failure reasons likely to impact MTcyber RMPDS 

functionality. 

  The researchers identified failure reasons such as virus 

attacks, network failures, lack of system updates, pirate 

physical control, weather conditions, and physical sabotage. 

They assumed that when a use case had multiple failure 

reasons, the total failure was equally distributed for ease of 

calculation. 

A. Calculation of Failure Ratio Among Use Cases 
      Researchers assumed that system functions accessed by 

multiple use cases had lower availability than a single use case 

accessing a system component. Table IV shows data for 

MTcyber RMPDS Systems Components (cid), Use Case IDs, 

Total Use Cases, and the percentage of busy System 

Component (R_cid). 

 

 
TABLE IV 

PERCENTAGE OF SYSTEM COMPONENTS BUSY 

 

System 

Components 

Use Cases 

IDs 

Total Use 

Case 

% of the System 

Component Busy (R_cid) 

Access Control 

(C1) 

1.03,1.04, 

1.05, 1.07, 

1.08, 1.09, 
1.10, 1.11, 

1.12, 1.13, 

1.14, 1.15, 
1.16, 1.17, 

1.18, 2.03, 

2.04, 2.05, 
2.06, 2.07, 

2.08, 2.10, 

3.01, 3.02, 
3.03, 3.04 

26 81.25% 

Access Log 

(C2) 

1.02, 1.05, 

2.01 

3 9.38% 

Graphic 
Storage (C3) 

1.02, 1.12, 
1.16, 2.01, 

2.02, 2.03, 

2.04, 2.05, 
3.04 

9 28.13% 

Habituation 

Reduction (C4) 

1.01 1 3.13% 

Malware 
Detection (C5) 

1.06 1 3.13% 

Multi-Factor 

Authentication 
(C6) 

1.03, 1.04, 

1.07, 1.11, 
1.14, 1.16, 

1.17, 1.18, 

2.04, 2.05, 
2.06, 2.07, 

2.09, 3.01 

14 43.75% 

Password 

Complexity 
Check (C7) 

1.04 1 3.13% 

Staff 

Scheduling 
(C8) 

1.01 1 3.13% 

 

      The Percentage of System Component Busy (R_cid) was 

derived from (2): 

Percentage of System Component Busy (R_cid) = Number of 

Use Cases/Total independent Use Case x 100.                     (2) 

For the access control (C1) component, 26 use cases were 

identified from 32 independent use cases, resulting in a System 

Component Busy (R_cid) of 81.25%, Table IV. 

To derive the Success or Availability Rate of each use case 

instance shown in Table 3, the researchers assumed Availability 

rate = Success rate. We also assumed that the Success Rate of 

each instance was equal to the rate when all active system 

components were available. R_cid was denoted as the Usage 

Rate of the system component with cid, where cid was equal to 

C1, C2, C3, C4, C5, C6, C7, and C8.  

While eight system components were used for this research, 

it was understood that a typical system would have many 

functionalities. The rate of the ith system component available 
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was equal to (1-R_cid). If a use case instance involved n system 

components, then the rate of all involved system components 

being available was equal to (3). 

(1-R_c1)x(1-R_c2) x … x (1 – R_cn)                                  (3) 

where n is an integer <= 8.                                       

 
TABLE V 

PERCENTAGE AND NUMBER OF INVOKED INSTANCES 
 

UC ID Percentage of Instances 
Invoked 

Number of Instances 
Invoked 

1.01 6.25% 1852 

1.02 6.25% 1852 

1.03 6.25% 1852 

1.04 9.38% 2779 
1.05 6.25% 1852 
1.06 3.13% 927 
1.07 6.25% 1852 
1.08 3.13% 927 
1.09 3.13% 927 
1.10 3.13% 927 
1.11 6.25% 1852 
1.12 6.25% 1852 
1.13 3.13% 927 
1.14 6.25% 1852 
1.15 3.13% 927 
1.16 9.38% 2779 
1.17 6.25% 1852 
1.18 6.25% 1852 
2.01 6.25% 1852 
2.02 3.13% 927 
2.03 6.25% 1852 
2.04 9.38% 2779 
2.05 9.38% 2779 
2.06 6.25% 1852 
2.07 6.25% 1852 
2.08 3.13% 927 
2.09 3.13% 927 
2.10 3.13% 927 
3.01 6.25% 1852 
3.02 3.13% 927 
3.03 3.13% 927 
3.04 6.25% 1852 

 

If S_use-case-id represents the Success Rate for a specific 

Use Case ID, the formula to calculate the Success Rate for each 

use case type is (3):  

S_use-case-id = (1-R_c1) x (1-R_c2) x … x (1-R_cn)    (3) 

where n is an integer <= 8.  

      As illustrated by Use Case 1.01, which involves the C4 and 

C8 components where R_c4 =3.13% and R_c8 = 3.13%., this 

results in a Success or Availability Rate of 93.84 %, represented 

by (3):  

S_1.01 = (1- R_c4)x(1-R_c8) = (1-0.0313) x (1-0.0313) = 

0.9687 x 0.9687 =0.9384 = 93.84% 

B. Percentage of Invoked Instances and Number of Instances 
Invoked 

   The researchers applied the following equation to 

determine the percentage of invoked instances (4): 

Percentage of Invoked Instance = Number of Instances of Use 

Case/Total Use Cases *100                                                  (4) 

This percentage was crucial for generating data for the number 

of instances invoked for each use case based on a sample size 

total of 29,624. Table 5 shows data for the percentages of 

instances invoked and the number of instances invoked for each 

use case. 

 
TABLE VI 

COMPONENT ID AGAINST FAILURE REASON 

 
Component 

Description 

FR1 FR2 FR3 FR4 FR5 FR6 FR 

% 

Access 
Control (C1) 5777 5762 5760 1288 661 1290 50.22 
Access Log 

(C2) 348 348 348 118 348 118 3.98 
Graphic 
Storage (C3) 1301 1322 1300 732 506 833 14.66 
Habituation 

Reduction 

(C4)  0 0 0 0 57 0 0.14 
Malware 

Detection (5) 251 251 251 0 0 0 1.84 
Multi-Factor 

Authentication 
(C6) 3430 3428 3428 307 142 307 27.00 
Password 

Complexity 
Check (C7) 277 277 277 0 0 0 2.03 

Staff 
Scheduling 

(C8)  
0 0 0 0 57 0 0.14 

 

C. Number of Failure and Success Instanes  
  The researchers generated data for the number of success 

and failure instances, as illustrated in Table 6, by applying the 

following formulae (5, 6): 

Number of Success Instances  

= Number of Instances Invoked * Availability                   (5)                      

                                                                                   

Number of Failure Instances  

= Number of Instances Invokes - Number of Success Instances                   

                                                                                             (6) 

D. Experiment 1 
  The authors' goal in experiment 1 was to answer the first 

research question and the first hypothesis, which both are about 

the correlation between the failure ratio and failure reasons of 

MTcyber RMPDS service requests to process use cases. The 

research also investigated the relationship between failure 

reasons and their impact on MTcyber RMPDS. s 

  Table VI was used to determine the failure reason and 

failure ratios for each system component. To investigate the 

correlation between the failure ratio and failure reasons of 

MTcyber RMPDS service requests to process use cases, data 

for Failure Reasons 1-6 and corresponding Failure Ratios were 

uploaded into IBM SPSS to perform a linear correlation study. 

The results are shown in Table VII. 

    Based on Table VII: 

    (a) The p1=0.005, which is less than 0.01; r = 0.868. This 

suggests that the Failure Ratio is significantly correlated with 

Failure Reason 4. 
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       (b) The p2 = 0.024, which is less than 0.01; r = 0.776. This 

suggests that Failure Ratio is significantly correlated with 

Failure Reason 5. 

 

 
TABLE VII 

FAILURE RATIO VERSUS FAILURE REASONS 

 
 

 

 (c) The p3 = 0.001, which is less than 0.01; r = 0.919. This 

suggests that Failure Ratio is significantly correlated with 

Failure Reason 6. 

(d) The p4 = 0.005, which is less than 0.01; r = 0.868. This 

implies that Failure Reason 1 is significantly correlated with 

Failure Reason 4. 

(e) The p5 = 0.024, which is less than 0.01; r = 0.776. This 

implies that Reason 1 is significantly correlated with Failure 

Reason 5. 

(f) The p6 = .001, which is less than 0.01; r = 0.919. This 

implies that Reason Failure 1 is significantly correlated with 

Failure Reason 6. 

(g) For p7 = .005, which is less than 0.01; r = 0.868, This 

implies that Failure Reason 4 is significantly correlated with the 

Failure Ratio. The same significant correlation occurs with 

Failure Reasons 1, 2, and 3. 

(h) For p8 = 0.024, which is less than 0.01; r = 0.776. This 

implies that Failure Reason 5 is significantly correlated with the 

Failure Ratio. The same significant correlation occurs with 

Failure Reason 1, 2 , 3, and 4. 

(i) For p9 = 0.001, which is less than 0.01; r = 0.919.  

      This implies that Failure Reason 6 is significantly correlated 

with the Failure Ration. The same significant correlation occurs 

with Failure Reasons 1, 2, 3, 4, and 5. 

Based on (a), (b), (c), (d), (e), (g), (h), and (i) the first hypothesis 

has be confirmed.  

E. Experiment 2 
      Experiment 2 objective was to answer the 2nd  research 

question and the 2nd hypothesis which both are about how is the 

component that supports the most significant number of use 

cases related to MTcyber RMPDS efficiency. 

     Table IV shows that the access control functionality is 

crucial for MTcyber RMPDS functionality because it supports 

26 of 32 (81.25%) use cases. Additionally, the access control 

component has the highest number of total failures and failure 

ratio across the six failure reasons, as seen in Table 8. This 

result indicates that the access control component is critical for 

MTcyber RMPDS efficiency. That is the 2nd hypothesis has 

been confirmed. 

F. Summary of Experiments 
      Based on the correlation statistics, it was observed that there 

was a significant relationship between the failure ratio and 

failure reason. Also, failure reasons 4, 5, and 6 were correlated 

to failure reasons 1, 2, and 3. This suggests that failure reason 

could likely impact each other and determine the efficiency of 

use case service request. For experiment 2, it  was observed that 

the access control component supported most use cases. This 

was followed by multifactor authentication which supported 14 

use cases. 

VI.        CONCLUSION  

     In this paper, we have presented a data-driven approach to 

quantitively verify the requirements represented by the use 

cases of various service requests sent to the MTcyber RMPDS, 

which is a web-based distributed system to support the 

cybersecurity risk management processes in maritime 

transportation ecosystem, aiming to improve its design 

efficiency. Understanding failure reasons helps avoid design 

strategies that could impact system functionalities. This study 

is limited because it quantitatively verifies 32 use cases. In 

addition, typical systems consider a more significant number of 

components than the eight examined in this research. Future 

work should examine additional use case types, components, 

and other software development life cycle phases. In addition, 

user input should include all levels of the maritime ecosystem 

to test and provide feed on the effectiveness of MTcyber 

RMPDS. 
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