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Abstract—Every day, hundreds of domain names, websites, and logos are
being cloned by cyber criminals who want to gain our trust to steal our data.
As a result, faking logos is becoming a big issue in the online world and
needs to be addressed. As a result, fake logos on the internet have become
a significant source of worry for businesses and consumers. The algorithm
can detect differences in logo design, color, and positioning and assess
the possibility of a fake logo. The system’s accuracy was evaluated on a
massive dataset of actual and false logos, and it obtained a high level of
accuracy in recognizing fake logos. The fake logo identification technology
has the potential to dramatically increase the credibility and dependability
of online material, thereby protecting brand identity integrity. This research
proposes a method for detecting fake logos using a Context-dependent
similarity algorithm. Our approach involves extracting features from the
logos and training a machine-learning classifier to distinguish between real
and fake logos. We evaluate the performance of our method on a dataset
of real and fake logos and demonstrate its effectiveness in detecting fake
logos with high accuracy.

Keywords-Context-dependent kernel, logo detection, logo
recognition, CDS.

1 INTRODUCTION

Today, the world has witnessed massive computing power.
From the Banking sector to Academic institutions, from de-
fense to the corporate sector, people are highly dependent on
IT power which comes with massive energy consumption.[1]
Energy consumption in the Information and Communication
Technology (ICT) sector has grown exponentially[3]. We re-
quire a sizable database of archived photos to verify and dis-
tinguish between authentic and fake logos to establish whether
a logo is legitimate [2]. However, this demands much room
in data centers, and maintaining such data centers consumes
much energy[3]. To determine if a logo is phony or genuine,
each picture must be recorded in a database, necessitating
several servers and data centers. Improving energy efficiency
in data centers can save costs and help mitigate the environ-
mental impact of data centers.[4] This system was created
to detect when a customer logo is copied by someone else
on social media or other websites without the customer’s
permission so that the customer can take appropriate action[5].
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Our algorithm looks for nearly identical logos in shape and
design but differs in one or more details (a color change or
a few lines removed from an icon)[5]. Some logos, like the
Starbucks logo, have many variations that can go unnoticed.
This technology was developed to alert customers when their
logo is being used without their consent on social media or
other websites[6]. Customers can then take the necessary legal
action[5]. Our search engine looks for almost identical logos in
shape and design but differs in one or more specifics (a color
change, a few lines removed from an icon). Certain logos, such
as the Starbucks logo, have numerous versions that could be
more noticed [7].

1.1

A logo may be a powerful asset for a brand, as we have all
heard. Often, a company’s logo is more likely to be recognized
than its name. There are many logos, and most consumers
can quickly recognize well-known ones. So from where did
the logo originate? How has it evolved throughout time? The
Ancient Egyptians are where the logo first appeared. Up to
the Middle Ages, they employed hieroglyphics to brand and
identify their property. After that, to distinguish between the
different nobility levels, graphic images like coats of arms
were used[8]. Although the conventional translation is “word,”
logos are not used for a word in the grammatical sense—for
that, the term lexis was used.[9] However, logos and lexis
derive from the same verb, lego, meaning “(I) count, tell, say,
speak”[10]. New York University’s Computer Vision Labora-
tory has developed a program that allows you to scan any logo
and determine whether it is authentic. In addition, some Al
software provides the ability to match the image of a random
file to our company logo[33].

Origin of Logo’s

1.2 Modern Day Logo’s

The appearance of the first abstract logo, the Bass red triangle,
in the 1870s marked the start of the modern era of logo design.
Due to the development of color printing and advertising,
logos have become crucial for firms to stand out to potential
customers[5]. There is a need for websites that function like Lo-
goMotive because, as the author demonstrates via a case study,



phony websites might appear to be legitimate businesses. The
post also includes figures on how many more businesses want
LogoMotive to monitor their domains than do not [3]. The
Internet is a vast, largely unknown, and poorly understood
arena. Scammers can therefore profit from online anonymity
and a general lack of knowledge[7]. Scams come in different
kinds and sizes, but phishing efforts on e-commerce websites
that employ brand logos as bait are one of the most common
types of scams. Consumers may need help identifying this type
of counterfeiting because it frequently blends in with reliable
websites [12]. Recently, fake news has become a widespread
phenomenon on the Internet[8]. It refers to written material
produced and disseminated on social media platforms like
Facebook and Twitter with the intention of misleading or mis-
informing readers. The most frequent motivations for this are
moneymaking schemes, gaining political influence, and online
fraud [13]. Today, falsehoods are pervasive, and disinformation
frequently influences people’s ideas and feelings. However,
some of these fraudulent reports can be found using a tech-
nique known as multimodal multi-image fake news detection.
It is challenging enough to try to identify fake news from a
single photograph. When evaluating the veracity of images,
humans rely on perception and context signals that machines
do not fully grasp [14]. In comparison to evaluations that
have been verified as accurate, there is a noticeable difference
in the frequency and kind of behavior that online reviewers
have been seen to exhibit[10]. As a result, review detection
systems need to be personalized. A system should consider
the reviewer’s unique behaviors along with their verbal and
nonverbal indicators. [15]

1.3 Contributions

One of the main issues is fraudulent online recruitment for em-
ployers in the expanding internet-based economy. This essay
proposes an innovative methodology for online recruitment
fraud detection in a paperless setting. Data collection, data
preparation, categorization, and prediction are the four compo-
nents of the suggested model[11]. The analysis’s findings show
that the suggested strategy can use its recruitment data to suc-
cessfully identify possible suspects by detecting the occurrence
of fraud. [16] The removal of logos from video footage can be
accomplished using a variety of post-production procedures,
which will be covered in this article. The first method uses
an algorithm called optical flow and tracking, which looks
for logos or other markers in the scene and, if it finds any,
fixes them in place on the screen for the duration of the clip
with a minor transform[12]. The second method involves using
Premiere Pro’s Advanced Composition Modes, automatically
removing rectangular items within a specific color range [17].
In this novel paper we explore literature in Sec.2 and imple-
ment a brand new approach in designing a fake logo detection
system in Sec.3 and revealed the results of fake logo detection
in Sec.4

2 EVOLUTION OF FAKE LOGO

In this section, we will discuss the literature review of fake
logos and explore how and why logos are used and important.
We also discuss how fake logos came into place and try to
create awareness of how logos can be used for phishing attacks.

2.1 History of designing logos

Businesses and institutions produce increasingly large
amounts of visual data, and social systems are becoming in-
creasingly well-liked[13]. Graphics logos are a particular visual
item crucial for establishing the identity of anything or some-
one. Logos are visual designs that emphasize a name, evoke
real-world items, or present abstract indications that appeal to
the eye. In order to facilitate the trademark registration process,
the majority of trademark recognition research focuses on the
issue of content-based indexing and retrieval in logo databases.
In this instance, the image capture and processing chain is
controlled to ensure that the photos are clear, undistorted, and
of acceptable quality[56]. A generic system must meet many
requirements to find and identify logos in images taken in
realistic settings, and it is necessary to make various geometric
and photometric changes[55]. As logos are not isolated in real-
world pictures, logo detection and recognition should be ro-
bust to partial occlusions. Simultaneously, we must ensure that
slight variations in Local descriptors maintain local structures.
These are adequate differentiators for identifying malicious
interference or obtaining logos with specific regional quirks.
Because of advances in technology, the function of logos in
our culture is changing. In addition, due to our increasingly
complex lifestyles, we have encountered a visual overload
that shows how logo design has changed from complexity
to simplicity. Designing a genuine logo for a brand should
aim to provide a singular, straightforward logo mark that is
immediately distinguishable and recognizable[8]. A good logo
nowadays may stand alone and is adaptive in design and use.
Moreover, in today’s society, a logo’s recognition is increased
the simpler it is. Shape, contour, and brightness are the three
primary features recognized by the computer vision algorithm
(which can be considered tonal value). For the machine to
determine if it is genuine or fraudulent, these qualities must
match. Therefore, the file will be recognized as authentic if
these requirements are satisfied[9]. The technique can be used
on any device with a Web browser because it is cloud-based
and runs on the computer’s graphics processing unit (GPU).
However, the current method is restricted to looking for logos
in pictures.

2.2 Origin of designing fake logo

Logos instill trust by making a website feel familiar. To take
advantage of this trust, scammers use reputable companies’
logos on dangerous websites[53]. Unaware Internet users view
these logos and believe they are visiting a legitimate gov-
ernment website or online store when visiting a phishing
website, a fake website, or a website designed to propagate
false information[54]. We provide the most prominent website
logo-detecting investigation to date[14] In two case studies,
the Dutch national government and Thuiswinkel Waarborg, a
company that offers verified webshop trust marks, were used
to identify logo misuse. We demonstrate how to recognize
spear phishing, latent phishing attempts, and brand exploita-
tion. To that goal, we created LogoMotive, a program that uses
supervised machine learning to crawl domain names, produce
screenshots, and identify logos. In order to help identify abuse,
LogoMotive is active in the.nl registry and is generalizable
to detect any other logo in any DNS zone. [1] Unsolicited
emails that pose as advertisements (i.e., pretend to be from
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a specific company) are called fake logos disguised as ad-
vertisements. These emails contain hidden phishing links that
take us to a website where our personal information may be
accessed without our knowledge or consent[51]. Some scams
send emails with false logos impersonating scam vendors to
give the impression that they are legitimate businesses rather
than individuals looking for personal information. This is done
so that when the user reads the email, there would be less
doubt about its true purpose, allowing for gathering more
information on the intended victim before any action is made.
In some schemes, a celebrity’s image is used as a phony logo
to give the impression that the celebrity is endorsing a specific
item[15]. To trick people into thinking they are dealing with the
actual organization, some con artists even employ fake logos
from businesses similar to the one they are trying to con[52].
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Fig. 2. Koeinseggg- Original vs Fake Logo
[51]

2.3 Awareness

The importance of learning to recognize the many logos that
might be used in phishing emails cannot be overstated. Doing
so will assist us in avoiding falling victim to fraud and phony
logos. We must know what to look for to recognize phony
logos and scams in time to prevent loss if we want to protect
ourselves from falling for them[18]. Phishing attacks, also
known as fake logo assaults, can be recognized and avoided
using a variety of tactics. Antivirus software and spam filtering
tools recognize and prevent malware from reaching the user’s
computer [49]. Unfortunately, these programs occasionally fail
to identify the harmful stuff or may be sent due to a program-
ming error. Anti-spam software filters out known phishing
emails before they reach the inbox. Anti-spam software em-
ploys reputation filtering and content filtering (to recognize
phishing emails by keywords) (to identify phishing emails by
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email address). Effective antivirus software and email filtering
can identify and remove hazardous code from phishing emails
that users have opened, stopping them from doing any harm.
In addition, if antivirus software is frequently updated with
malware definitions, it could detect and remove harmful soft-
ware after it has infected a computer. Nevertheless, due to the
way phishing attempts are created, antivirus software may be
unable to identify them[19].

3 SYSTEM OVERVIEW

In this section, we devise a plan to solve the issue of finding
a fake logo by using two algorithms; we explain the steps
we went through in detail and design the architecture of a
fake logo detection system, and explain the steps involved in
the workflow how do we collect the images for finding it out
whether it is fake or genuine. Two algorithms are implemented
within the system. When comparing two logos with the same
shape but different colors and subtle alterations in a few lines
of an icon, the first observes a minor color change on the logo
”A.” The second technique uses a straightforward BING image
search to see if the customer whose company owns logo A’s
”B” appears on any other website[48].

Whenever we look, we can see logos from all over the
world. They represent various entities, including businesses,
politicians, apparel, and coffee brands. People want their brand
identification to be noticed on the digital web more than
anything else[20]. However, there is a personal aspect to these
logo graphics that we may have yet to notice: they may also
be challenging to find online! Researchers must develop novel
approaches to identify logotypes online using qualitative tech-
niques or algorithms as computer-aided designers create more
complex designs to scan and defy machine duplication[47].
However, researchers are discovering that things are shifting
in this area. Overall, this system analyzes the characteristics
of logos and determines whether they are authentic using a
combination of machine learning and image processing ap-
proaches. The system can enhance its precision and efficacy
in identifying fake logos by routinely upgrading and improv-
ing the machine-learning model and the library of authentic
logos[21]. Each logo is scored using the qualitative technique
of the online logo detection system, which rates each one on
a scale of 1 to 5. It can identify, contrast, and rank logos by
comparing them to the top-scoring examples in their class.

3.1

This study introduces a brand-new approach to logo recog-
nition and identification based on “ContextDependent Simi-
larities”. First, users can upload the image they wish to check
whether it is authentic using this method[26]. Then, the system
analyzes the uploaded images by using distinct algorithms to
identify different types of areas in them, comparing the results
with a database of data that was previously generated by the
same system, and reporting back to the user in multiple regions
while also highlighting the types of errors that are found on the
images, such as missing/wrong words/edges. The matching
is accomplished by splitting the logo image into rows and
columns [22]. After this process is finished, the matching will
be quite precise. The method has proven to be effective in
achieving the goals of logo detection and identification in ac-
tual photos[53]. Therefore, successful matching and detection

Proposed System



are likely. A clear point of view on how the design flow will be
depicted as shown in Fig.3.

Logo Input: This is the system’s input module, where
logos are sent for examination. Many other places,
including websites, social media networks, and e-
commerce sites, may supply these logos[23].
Preprocessing: The logos are cleaned up and ready for
analysis in this module. Improve the quality of the logo
for analysis; this may entail reducing the logos to a
standard size, eliminating background noise or clutter,
or taking other preprocessing actions[23].

Feature Extraction: In this module, the system takes the
logo’s pertinent elements and extracts them for later
study. These aspects of the logo could include its color,
shape, font, and other elements.

Machine Learning Model: The system’s key component,
a machine learning model, analyzes the logo’s charac-
teristics and compares them to a database of recognized
authentic logos. The algorithm is trained to spot trends
in the aspects of the logo that point to its legitimacy[23].
Decision Making: Based on the output of the machine
learning model, the system decides the authenticity of
the logo. If the logo is fake, it is flagged for further
review or removed from the system[23].

Output: The system’s final output includes a determi-
nation regarding the logo’s veracity and any pertinent
data or suggestions for additional action. This output
could be displayed to the user or added to other pro-
cesses or systems[23].

Output:
Orginal Logo

Feature
Extraction|

achine Learning
Model

Fig. 3. Design flow of fake logo detection

3.2 Context-Dependent Similarity Algorithm

First, we take input such as an original logo as a test image
as ly and a fake logo as 1x, and we take interest points as
sx and sy where differences are noticeable. In the first step,
we iterate over the first image context matching for where
it is the critical point of the referral image. We iterate over
the second image context matching for where it is the critical
point of the test image. In the second step, we compute the
context-dependent similarity matrix till the maximum value of
30 and compute the values under limits over s and m. Finally,
the logo is deleted or found if several matches, lines, and
noticeable errors are found or greater than the referral image.
This enables the system to process images with accuracy levels
that are substantially greater than by chance. It compares logos
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Algorithm 1: Context Dependent Similarity

Input : Reference logo image :1l, Test image :
ly,CDS parameter : o,a,7, 3

fori =1+ ndo
find context matching for xi where it is key point of
referral image.
end
fori =1+ ndo
find context matching for yiwhere it is key point of
test image.
end
t=1<+30
fori =1+ ndo
forj =1+ mdo

| Compute CDS matrix Increment t i.e. does t++;
end
end
Repeat step 3 until t > max or convergence.

fori =1+ ndo

forj =1+ mdo
Compute Ky; |x; x; and x; is declared only if Ky;
o Ky; |z; where limits are s to m.
end

end
if Number of matches in S, > 75, then

| Then logo matched
end
else

| Logo not detected
end

by using the data that the user provides as they rate photos on
a scale of 1 to 5[24]. The logo detection system, now known
as the logo recognition system, can then accurately identify
a collection of previously unknown logos[46]. This is partly
because there are specific rules that all logos must adhere to,
which makes comparing different logos much simpler. We de-
cided to focus on data collection (i.e., image collecting) efforts
on Instagram due to its picture-centered nature and popularity
among marketers. Unfortunately, significant changes to the
Instagram API drastically restrict access[28]. As a result, we
decided to manually pull photos from the Instagram accounts
of various athletes sponsored by Patagonia and Patagonia
merchants. For the manual scraping, we used JavaScript on
a Google Chrome console[45]. Although it was not flawless,
it allowed us to gather pictures and start working with our
model quickly! This was a significant problem, so we went
through every picture We downloaded and put them in two
folders: either 1) has the Patagonia logo (logo), or 2) does not
have the Patagonia logo (no-logo). The logo detection model
was where we spent most of our time iterating. The primary
responsibilities included modifying the Inception v3 model
with TensorFlow out of the box and the associated retraining
script, training a new model, assessing model performance,
and modifying model parameters as necessary[44].

The most prevalent fonts used in internet logos, a technique
for identifying logos without text, and a system for rating each
logo as it is received; would provide an impartial benchmark
that would make comparisons simple. Deep learning is a
method that achieves excellent Upsampling of the logo class of
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Fig. 4. Architectural flow for Fake logo detection

images and improved recall and accuracy for the unbalanced
class. The architectural diagram is shown in Fig.4. A false logo
detection system’s design flow would include the following
steps:

¢ Data Collection: The first step would be to create a
dataset of both real and false logos. The bogus logo
detection system would be trained and tested using this
dataset[30].

Feature Extraction: After gathering the dataset, the next
step would be to identify traits in the photos that could
be used to distinguish real logos from imitations. This
may include features like shape, color, texture, and
typography [43].

Model Training: The next stage would be to train a
machine learning model to distinguish the patterns and
traits of real and false logos using the dataset and
extracted features. Deep learning or computer vision
techniques could be used for this[30].

Model Evaluation: After training the model, it will
be tested on a different dataset to see how well it
can identify bogus logos. This might be accomplished
by contrasting the model’s predictions with the labels
assigned to the logos in the assessment dataset.

Model Deployment: The model can be deployed to the
production environment once accurate enough to spot
false logos in actual-world situations.

Continuous monitoring and improvement: By upgrad-
ing the dataset and retraining the model, the system
would need to be regularly monitored and improved to
respond to new varieties of phony logos and raise its
accuracy over time[30].

4 RESULTS AND DISCUSSIONS

In this section, we discuss the Results and how they are
visualized. In Fig.5, we can see that we tried to show the
differentiation by using pie charts where the percentage of
frauds is mentioned, In Fig.7, we collected many logos stored
in a local Database where we could show what percentage of
the logos turned out fake and how much percentage of them
are genuine and total time taken in detecting the logo& Fig.8
demonstrate how a study of a single Fake logo results in a
depiction of the kind of fraud and how much of it is covered
in a pie chart. They also demonstrate the different results
obtained when the findings are optimized and controlled using
database management systems.

The confidence ratings for each of the five distinctive logos’
validity are shown in Table 1 for each logo. We can assess the
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Fig. 6. Degree of fraud detection with optimization.

believability of an image using the confidence score, which
ranges from 0.0 to 1.0, with zero being the lowest and 1.0
being the most. Based on the bogus logo identification system
results, each logo is given a forecast of "Real” or “Fake,” as
shown in Table 2. The confidence score, which ranges from 0
to 1, represents the system’s confidence in its prediction[40]. A
high confidence value (for example, 0.99) means the system is
very sure of its forecast, whereas a low confidence level (for
example, 0.50) means it is less confident [34].

The results of an online system for detecting Fake logos on a
dataset of logos are shown in Fig.9. The logos in the dataset are
displayed on the x-axis, and the confidence scores for each logo
are displayed on the y-axis[36]. With the confidence ratings
for the “"Real” logos shown on the line and the confidence
scores for the “Fake” logos shown on the bars, the confidence
scores are presented as a line graph. The confidence scores
in this graph are often more significant for the “Real” logos
than they are for the “Fake” logos, showing that the false logo
identification algorithm is more confident of its predictions for
the “Real” logos. Insights on the effectiveness of the false logo
detection system may also be gained from the graph’s general
shape[37]. For instance, the system may need to be fixed or
better if all logos have consistently high or low confidence
scores.

The graph in Fig.10 displays the outcomes from a collection
of logos using an online false logo identification method. The
x-axis shows the logos in the dataset, and the y-axis shows the
confidence ratings for each logo. The confidence ratings are
displayed as a line graph, with the confidence ratings for the
“Real” logos shown on the line and the confidence ratings for
the "Fake” logos shown on the bars[38]. It is important to note
that the results of a fake logo detection system will depend on
the quality and variety of the training data used to develop
the system, as well as the performance of the system itself. As
such, the results of a fake logo detection system may vary and



T rge - o x
1ol running lime (ms) for stop U sversls of lngth n
P L ven e Toss Dediep Wdew

-
DodWdak “.09eL-a 00 =0

|
Pio Chart of Modus Operandi (Proposed) L]

Y e a
o8- s
S8.07% 8607

Bazksn
Hgoarw

e e

10000 15000
0.0644
to save : chart.png

20000

at avg loss = Ieration = 18000

curre
Press 's' Hera

Fig. 8. Tensor Flow of fake logo detection

should be interpreted with caution.

CONCLUSION AND FUTURE DIRECTIONS

In this research, we have developed a fake logo prediction
system. In this study, we aim to use our original model’s
outcomes, which we were able to achieve by various de-
pendent algorithms. Our intensive experiments demonstrate
that our model is efficient in detecting logos. Finally, the
creation of a fake logo detection system has the potential to
greatly benefit businesses and consumers by increasing the
trustworthiness and reliability of online content. The system
analyzes and compares logos using powerful deep-learning
algorithms and has shown high accuracy in recognizing fake
logos.There are various possible future possibilities for online
fake logo identification. For example, improving the system'’s
capacity to recognize minor variances in logo design, such
as variations in typeface, spacing, and other visual features,
might be one area of attention. Furthermore, the system could
be expanded to detect fake logos in video content, which
could aid in the prevention of false information spreading on
social media and other online platforms. Another potential
future study topic is to investigate the feasibility of leverag-
ing blockchain technology to build a safe and decentralized
system for confirming the validity of logos. This might assist
in limiting the production and distribution of fake logos while
also giving customers more trust in the legitimacy of online
information. Overall, the invention of a fake logo identification
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Logo | Result | Confidence Score

1 Real 0.95

2 Fake 0.70

3 Real 0.99

4 Fake 0.60

5 Real 0.80

6 Real 0.89

7 Fake 0.66

8 Real 0.96

9 Fake 0.55

10 Real 0.82

TABLE I. Confidence scores for Test Logos
Prediction | Confidence Score | Mean confidence | Average Confidence

Real 0.97 0.94 0.93
Fake 0.89 0.86 0.88
Real 0.93 0.91 0.92
Fake 0.87 0.85 0.86
Real 0.99 0.97 0.98
Fake 0.77 0.65 0.66
Real 0.82 0.99 0.98
Fake 0.70 0.75 0.68
Real 0.93 0.97 0.98
Fake 0.55 0.67 0.78

TABLE II. Median and average scores of predicted logos

system is a significant step toward enhancing the integrity
of online material. However, this subject has much room for
additional study and improvement. We have been thinking
about the following possible stages for this project’s future: We
must learn how a Fake logo detection system will work while
protecting people’s privacy. Then, boost the product prototype
and gather input; enable RESTFUL API processing of bulk
images. Finally, connect to the Instagram API (or the API of
any social media picture provider) to automatically collect
pictures. Boost and refine the model or process. By giving the
model more training data, we can make it more capable of
generalizing to more types of images.
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